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Introduction

The new Courses System, developed by NIU Ltd and integrated within the FIAU website, is
designed to streamline the management and registration of training courses offered by the

FIAU.

This system provides users with an improved and more efficient way to view available
courses, register for upcoming sessions, and manage their training participation directly

through the FIAU website. The platform is best accessed using a desktop workstation for

optimal usability.
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1. Account Registration

Automatic Account Registration

Sometimes, your organisation or team leader may purchase a course on behalf of multiple
participants.

If you are included in this group, the FIAU Training Portal will automatically create an
account for you using your email address as the username along with a randomly generated
password which is sent to you via email.

You will receive two separate emails:
1. Account Details Email — This email will include:
o Your username (email address)
o Your temporary password
o Alink to log in to the FIAU Training Portal
2. QR Code Email:

o The QR code for your course, which you will need to present on the day of

the event

Completing Your Registration

1. Open the email from FIAU Malta (notifications @noreply.fiaumalta.org).
2. Use the credentials provided to log in to the FIAU Training Portal.

3. Upon your first login, navigate to My Profile _.. — Account Information to

review and update all required personal details.

4. Once your account is updated, your course enrolment will already be confirmed

automatically.

1. Important: After logging in for the first time, make sure to change your password and
update your ID card number and profession in your profile.
This information is essential for verification purposes and will be required for the issuance of

certificates for future courses.
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+ What Happens Next

After logging in for the first time, you’ll be prompted to set up Two-Factor Authentication
(2FA) for added security.

(See the next section, Account Security, for setup instructions.)
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2. Account Security

Two-Factor Authentication (2FA)

For enhanced security, two-factor authentication (2FA) is required.

Setup & Use

Upon your first login, you will be prompted to complete a second layer of authentication
when logging in.

For enhanced security, two-factor authentication (2FA) will primarily be set up using

an authentication app (such as Google Authenticator or Microsoft Authenticator.)
Step 1: Scan the QR Code

e Open your preferred authentication app (e.g., Google Authenticator, Microsoft
Authenticator).

e Use the app to scan the QR code displayed on screen.

e The app will generate a 6-digit code.

Setting up TOTP (one-time code via app)

@) Download and start the application of your choice i ]
€ From within the application scan the QR code pravided on the left. Ciherwise, enter the
. foliowing code manually in the appication
<EXEQWBGMYULCMBE  ((copy )
€) Click the "I'm ready” buttan below when you comglete the application setup process lo
proceed with the wizard

I'M READY CAMNCEL

Step 2: Enter Verification Code

o Enter the 6-digit code from your app into the Verification Code field.

e Click Submit to confirm.

Almost there...

Please type in the one-time code from your chosen authentication app to finalize the setup.

Verification Code:

566511

(VALIDATE& SAV[) (CANCEL)
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Step 3: Save Your Backup Codes

o After verification, the system will generate backup codes.
o These act as a fallback in case you lose access to your authentication app.

o Store them securely (e.g., in a password manager).

Your login just got more secure
Congratulations! You have enabled two-factor authentication for your user. You've just helped towards making this waebsite more

sacurel

(GENEHATI’_ LIST OF BACKUP CGDES) (I'LL GENERATE THEM LATI’_H)

. Important

o Each backup code can only be used once.
e You can regenerate codes anytime from your Profile menu.
e Without your authentication app or backup codes, you may be locked out of your

account.

Backup codes generated

Here are your backup codes:

1: 353442
2: 375993
3: 677643
4: 219596

| COPY ' (PRINT) (SEND ME THE CODES VIA EMAIL) (I'M READY, CLOSE THE WIZARD)

“

You’re all set!
Next time you log in; after entering your username and password, you’ll be prompted to

enter a fresh 6-digit code from your authenticator app.

Please enter the two-factor authentication
(2FA) venification code below to login.
Depending on your 2FA setup, you can get the
code from the 2FA app or it was sent to you by
email.

Note: if you are supposed to receive an
email but did not receive any, please click
the Resend Code button to request another
code.

Verification Code:
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2FA Reset configurations

In the event that you lose access to your authenticator application or backup codes, please
follow the relevant procedure below according to your login status.

If you are already logged in:

e You can manage your Two-Factor Authentication (2FA) settings directly from your

Profile menu.
e Within this section, you can:

o Regenerate backup codes — ensure these are saved and stored securely.

Backup codes generated
Here are your backup codes:

o Reset your QR code to scan again using your authenticator app. This will
generate a new QR code and refresh your 2FA configuration.

Reconfigure the 2FA App
Cllck the below button 10 reconfigure the current 2FA meth

If you are logged out:

o Contact FIAU Support — They will reset your 2FA from their side. Once this has
been completed, you will be able to log in and will be prompted to configure your 2FA
from the beginning, as outlined in Section 2.

Once your 2FA has been reset, the system will automatically prompt you to complete the
setup process again (scan the new QR code, enter the verification code, and securely save

your new backup codes).

1. Important:

Until your 2FA has been reset and reconfigured, you will not be able to log in.



